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— THE SYNTHESIS GAP

Four domains. Studied separately.
Converging now.

Open-source nudification models, real-time video
generation, consumer AR wearables with integrated
cameras, and edge Al inference have each attracted
scholarly attention in isolation. No prior work examines
what happens when they converge: when someone
wearing commercially available glasses can, in real time,
render synthetic intimate imagery of fully clothed people
in their field of view.

JANUARY 2026 - GROK INCIDENT

Within days, coordinated users produced

hundreds of thousands of non-consensual
intimate images of real people, including
minors. The California Attorney General

launched a formal investigation.

The demand is not hypothetical. The question is whether the
tools will remain platform-mediated, or become ambient.

SOURCES ABC News Australia, Jan. 2026 [23]. - California AG Press Release, Jan. 2026 [24]. - C. Gibson et al., USENIX Security 2025 [1].



— THE ESCALATION TRAJECTORY

Each stage contracts the domain of safe participation.
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STAGE 1 - PRE-DIGITAL STAGE 2 - EARLY INTERNET STAGE 3 - DEEPFAKE ERA (NOW)

Physical access required Voluntary disclosure bounded Any shared image is source

Non-consensual sexualization risk material

required physical proximity or Risk bounded by what was shared. Documented chilling effects: women

physical photographs. All unobserved Physical spaces and unshared digital withdraw from online participation to

spaces were safe. content remained safe. avoid targeting. 102 undressing
requests per 10 minutes in the Grok
incident.

SOURCES ICFJ, The Chilling (2023) [71]. - Bjorkenfeldt et al. (2025) [72]. - A. Chapman & M. Williams, Violence Against Women (2025) [79].

STAGE 4 - AMBIENT AR (IMMINENT)
Physical presence is sufficient

No photograph needed. Existing in
view of an AR-equipped observer
provides source material for real-time
synthesis. Safe public participation is
eliminated.



— PART ONE

The Convergence

Four mature components. Cloud-assisted: feasible today. On-device: twelve to twenty-
four months.

Real-time ambient non-consensual intimate image synthesis is architecturally feasible today via cloud-assisted pipelines and will be
feasible on-device within 12 to 24 months given current hardware and model trajectories.
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All four components are commercially available.

Open-source nudification models Real-time video generation

More than twenty commercial applications; thousands of models on public PixVerse R1 (Jan. 2026): interactive 1080p streaming, 1 to 4 diffusion steps.
hosting platforms. Per-image cost: zero to six cents. No technical barriers to TurboDiffusion: 100 to 200 times speedup. SnapGen-V: 5-second video in 5
entry. seconds on mobile.

Consumer AR wearables Edge and cloud Al inference

Meta Ray-Ban glasses: 12-megapixel cameras, microphones, Al assistant in Real-time computer vision on mobile hardware already achieved. Cloud-
conventional eyewear form. Capable of continuous video capture. LED assisted pipeline feasible today; on-device latency targets will be met within
indicator can be obscured. 12 to 24 months.

SOURCES Gibson et al. [1]; Maiberg, 404 Media (July 15, 2025) [37]; Univ. of Florida News (May 2025) [39]. - PixVerse [2][3]; TurboDiffusion [12]; SnapGen-V [13]. - Meta Ray-Ban [5][6]; BBC News
(Jan. 2026) [5].
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Perceptual consent: autonomy over
how one's body is rendered in fealiom
another's perception The rendering is realistic enough to function as a representation of

the subject's body.

THREE DISTINGUISHING CRITERIA

Traditional consent frameworks require an act of disclosure: Externalization

sharing a photograph, publishing a record. Ambient It exists in rendered form outside the mind, in a visual field or a file.
synthesis violates bodily autonomy without any act by the Specificity

subject. The harm Is existence in view. The concept Is It targets an identifiable individual, not an imagined or composite
grounded in Nussbaum's capabilities approach, Solove's person.

privacy taxonomy, and Kantian human dignity.

SOURCES M. C. Nussbaum, Women and Human Development (2000) [16]. - D. J. Solove, 154 U. Pa. L. Rev. 477 (2006) [17]. - I. Kant, Groundwork of the Metaphysics of Morals (1785) [18].



— PART TWO

Mitigations Fail

No technical mitigation we have examined is sufficient to prevent ambient synthesis by
motivated attackers.

On-device safety filters are fundamentally vulnerable to adversarial bypass. Once bypassed by one skilled attacker, the exploit becomes
a distributable tool requiring no technical skill to deploy.



— PART Il - THE ADVERSARIAL PROBLEM

Defenders must succeed always.
Attackers need succeed once.

Neural networks are inherently susceptible to adversarial
inputs: modifications imperceptibly different from normal
inputs that produce arbitrarily different outputs. Any filter
on consumer hardware can be extracted through reverse
engineering, attacked, and distributed. The defenses are not
independent: an attacker who moves to local processing
automatically bypasses platform moderation, and the
exploit requires no technical skill from subsequent users.

SAFETYCORE - A DEPLOYED CASE

Successful attacks against Google's SafetyCore

on-device safety system have been publicly
documented and described in peer-reviewed
preprints.

The asymmetry is not one attacker versus one defender. It is one

skilled attacker enabling millions of unskilled users. Friction-
based defenses collapse entirely once bypass tools circulate.

SOURCES Goodfellow, Shlens & Szegedy (2015) [27]; Carlini & Wagner (2017) [28]; Papernot et al. (2016) [29]. - Skyld Al (2025) [14]; arXiv:2509.06371 [15].



— PART THREE

Regulatory Gaps

Every existing law targets distribution. Perception-only synthesis is unaddressed.

The EU Al Act, US federal statutes, and UK law all share the same structural gap: they require distribution as an element of the violation.
A synthesis that never leaves the perpetrator's visual field is not reached.
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Every major framework requires distribution. Ambient synthesis does not
distribute.

EU AI Act (2024/1689) Biometric provisions address database creation, not real-time perceptual manipulation. No provision requires disclosure
of Al model capabilities on consumer AR hardware.

DEFIANCE Act (US) Civil cause of action for victims. Requires distribution as the harm vector. Creation without distribution is not covered.
Enforcement requires the victim to become aware.

TAKE IT DOWN Act (US) Criminal penalties and platform takedown obligations. Also assumes distribution as the harm vector. Perception-only
synthesis not addressed.

UK Online Safety Act 2023 Section 66B explicitly covers Al-generated imagery but requires "sharing." Voyeurism statutes address equipment
"beneath clothing," not synthesis from clothed imagery.

SOURCES Regulation (EU) 2024/1689 [30]. - DEFIANCE Act, H.R. 3562 [31]. - TAKE IT DOWN Act (2025) [32]. - Online Safety Act 2023, s.66B [33]. - Voyeurism (Offences) Act 2019 [59].



— PART Ill - DOCUMENTED HARM

The population-level harm does not
require individual victimization.

Empirical research documents chilling effects on women's
participation among women who have never been
individually targeted. Anticipatory threat and collective
cultural injury operate at the population scale, independent
of whether any individual has been harmed. Stage 4 extends
these documented harms from digital to physical space, and
from asynchronous capture to real-time perception.

ICF), THE CHILLING (2023)

Systematic self-censorship and withdrawal from
professional online activity by women journalists,
documented globally.

CHAPMAN & WILLIAMS (2025)

Normalization documented among users of
nudification platforms, suggesting ambient

deployment would face similar social rationalization

pressures.

SOURCES ICFJ (2023) [71]; Bjorkenfeldt et al. (2025) [72]; Chapman & Williams (2025) [79]; Martin (2025) [78]; arXiv:2406.05520 [55].



— PART FOUR

Recommendations

Technical, legal, and research responses that match the actual threat.

The timeline mismatch is real: cloud-assisted synthesis is feasible now; legislative processes require three to five years. Industry self-
regulation, professional norms, and civil society must fill the gap.



— PART IV -

THE CHANGES REQUIRED

Three reforms, none technical alone.

LAW

Criminalize synthesis without
distribution.

Extend SNEACI statutes to cover rendering and
generating intimate imagery of an identifiable
person without consent, regardless of whether the
result is stored, distributed, or shared. Require
mandatory capability disclosure from AR hardware
manufacturers.

TECHNICAL

Cross-domain threat modeling.

Convene SNEACI researchers, XR privacy scholars,
and video generation experts for joint threat
analysis. Prioritize adversarial robustness for
wearable safety systems. Develop model extraction
detection and prevention for wearable platforms.

13 / 19

RESEARCH

Formal theory of perceptual consent.

Ground the concept in XR privacy scholarship and
SNEACI harm research. Develop hardware and OS-
level detection mechanisms. Conduct empirical
prevalence studies on psychological impacts of
perceptual consent violations.

SOURCES DEFIANCE Act [31]; TAKE IT DOWN Act [32]. - EU Al Act Art. 5 [30]. - J. Bailenson & ). Cummings (2016) [57]; arXiv:2404.16839 [50].



— CONCLUSION

The question is whether frameworks will be in place
before harm accumulates.

The threat is not speculative. The January 2026 Grok incident demonstrated immediate scaled
demand when tools become accessible. The component technologies are publicly documented,
commercially available, and on clear development trajectories. The question is not whether
ambient AR-based synthesis will be attempted. It is whether the technical, legal, and research
communities will have coordinated a response before harm normalizes. The pattern of reactive
response after capability has matured and harm has accumulated need not repeat.

SOURCES Gilly, T. (2026). Ambient Non-Consensual Image Synthesis. Real Safety Al Foundation.
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