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The Compliance Impossibility

Why ambient biometric devices cannot comply with amended COPPA.

Travis Gilly - Real Safety Al Foundation



— THE PARADOX

The device must break the law to
find out whether it is breaking
the law.

A scan is the collection. The collection is the regulated act. There is no age gate between a camera and
a child's face, so the device must perform the regulated act to learn whether it needed permission to
perform it. No amount of engineering resolves a circular dependency.

This is not a product bug. It is a category-wide structural impossibility inherent to ambient biometric sensing.

SOURCES FTC, Children's Online Privacy Protection Rule; Final Amendments, 90 Fed. Reqg. 16,918 (Apr. 22, 2025); Gilly, The Compliance Impossibility
(2026), sec. I.



— AMENDED COPPA - 2025

Biometric identifiers are now s v s
Children's "personal Facial templates Faceprints Voiceprints Gait patterns
information‘" Iris / retina Fingerprints

COPPA's logic is sequential: determine age first, then obtain
consent before collecting. That works for a web form with an

compliance deadline

age gate. It collapses when age determination itself is the
regulated collection.

SOURCES FTC, Children's Online Privacy Protection Rule; Final Amendments, 90 Fed. Reg. 16,918 (Apr. 22, 2025).



— NO GATE BETWEEN CAMERA AND CHILD

Age determination is not a step before collection.
It is the collection.

01 - CAPTURE 02 - ESTIMATE AGE ®3 - COLLECTION
The camera captures facial geometry from Estimating age requires processing that Processing biometric identifiers is the
everyone in range. same geometry. regulated act.

There is no age-determination operation that does not constitute biometric collection. D and C are the same act.

SOURCES Edge AI does not circumvent COPPA, it merely changes the location of the violation. 15 U.S.C. $56501-6506.



— THE FORMAL STATEMENT

collect biometric data from a subject

determine whether the subject is a child D iS a S'l]_bset Of C. They are
obtain verifiable parental consent the Same aCt.

Consent must precede collection. Determining a child's status
requires collection. So consent must precede the very act

P> C-»>D required

whose result determines whether consent was needed. No

but D c C - and "need P" depends on D ) ) )
reordering of operations resolves it.

~ P must precede the operation that determines
mhether P was required.

SOURCES 15 U.S.C. 556501-6506; 90 Fed. Reg. 16,918, a circular dependency between the precondition for compliance and the act that triggers the
obligation.



— THE LOOP THAT CANNOT OPEN 06 / 23

STEP 01 STEP 02 - THE QUESTION
Device encounters an unknown person l Is the subject a child under 13?
STEP 04 - = COLLECTION STEP 03 - TO ANSWER
Processing facial geometry is regulated «— Must scan the face to estimate age
collection
.
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The device must perform the regulated act to determine whether the regulated act requires permission.
SOURCES 15 U.S.C. $56501-6506 (COPPA); 90 Fed. Reg. 16,918 (2025).



—— PART ONE

No Way Out

Six engineering escapes are proposed. Each was raised in the
rulemaking, and each fails.

The FTC was asked precisely these questions during the 2024—25 rulemaking, and declined to add any biometric exception. The volatile-
memory defense was considered and rejected before the Rule was finalized.



— EVERY ESCAPE ROUTE CLOSES

Six proposed fixes. All collapse to the same circle.

On-device processing

COPPA regulates collection, not transmission. Edge Al
just relocates the violation.

Bystander opt-out

Checking a do-not-scan list requires the identifying
scan. The loop returns.

Immediate deletion

Discarding in 200 ms doesn't un-collect. The
obligation attaches at capture.

Geofencing

Children are everywhere. Disable sensing near them
and you disable it everywhere.

Age estimation first

Estimating age is processing facial geometry, and
least reliable at ages 10-12.

De minimis / incidental

Commenters asked for this exception. The
Commission expressly declined.

SOURCES FTC (2025), 90 Fed. Reg. 16,918, at 16,927-28 (declining a biometric / ephemeral-processing exception).



— IMPOSSIBLE, NOT MERELY HARD

PRACTICAL DIFFICULTY STRUCTURAL IMPOSSIBILITY

Hard, but achievable
VS

Age verification is imperfect, but better technology or more Consent-before-collection is incompatible with collection-before-
investment could improve the result. The task is not contradictory. determination. No future technology resolves a contradiction.

A logical contradiction

SOURCES As fundamental as the halting problem, a property of the problem space, not a 1limit of the engineering. 90 Fed. Reg. 16,918.



— PART TWO

An Entire
Product Class

Not one product, not one company, ten categories, dozens of

shipping devices, the same structural defect.

Meta, Amazon, Apple, Google, Samsung, and numerous startups. Anything that processes biometrics from people in its environment, rather
than from one consenting user, inherits the paradox.



— THE TAXONOMY - 10 CATEGORIES

The same defect, end to end across consumer technology.

Smart g‘lasses / AR faceprints Al pinS / pendants voiceprints Home cameras face templates Cashierless retail gait + face
Meta Ray-Ban - Samsung - Google - Apple Plaud NotePin - Humane - Project LUCI Echo Show Visual ID - Nest Amazon Just Walk Out - BIPA suit

Voice assistants voiceprints MR / AR headsets passthrough Companion robots face recog Vehicle monitoring driver ID
Alexa - Google Assistant - Siri Meta Quest - Apple Vision Pro CES 2026 home robots OEM occupant-monitoring systems

Connected toys voice + face Public-venue biometrics face ID

CLEAR - stadium & transit kiosks

Voice- & face-recognizing toys

SOURCES Counterpoint Research (2025); CNET (2026); MacRumors (2026); Hanif, AllAboutAI (2025); Harary, Darrow AI (2024), Amazon Just Walk Out BIPA suit. In
no category has the cross-product structural impossibility previously been identified.



— THE PROBLEM MADE LITERAL

Al cameras streamed live
footage of children on a 60+ | _
p]_ayg'round, to the Open internet. cameras exposed to the open internet, unauthenticate

December 2025: at least 60 of Flock Safety's Condor PTZ 30 d
cameras left exposed with no authentication, no encryption, no ays
access controls, deployed in parking lots, intersections, and of stored video + full admin control, free to download

playgrounds, auto-tracking individuals with Al.

SOURCES Koebler, 404 Media (Dec. 22, 2025).



— HIDDEN BETWEEN THE SILOS

Four fields each saw a piece. None connected them.

SILO A SILO B SILO C SILO D
Ambient devices capture bystander Children need heightened COPPA now covers biometrics Age estimation is unreliable
data protection

Together they imply a category-wide impossibility, visible only from a vantage point that takes in the

whole landscape.

SOURCES DWT - Mayer Brown : Finnegan client alerts - FTC biometric policy statement (2023) - Takhshid (2024) - Corbett et al. (2024).



— THE APRIL 22 CLIFF

Hundreds of billions resting on a legal assumption that
does not hold.

$2.5B—-$14B +250% (M+ 48 M

Smart-glasses market, 2025—2033 YoY growth of Al-glasses Ray-Ban smart glasses Meta has US children under 13, present in
(24.2% CAGR). shipments, H12025. already sold. every space these devices operate.

SOURCES Grand View Research (2026) - Counterpoint Research (2025) - U.S. Census Bureau.



— THEY ALREADY KNOW

An internal memo proposed launching facial
recognition during a "dynamic political
environment”, while privacy advocates were
distracted.

That is not a compliance plan. It is timing, distraction, and fait accompli, and it tells you the legal vulnerability
Is understood inside the company.

SOURCES Hill, Huang & Isaac, The New York Times (Feb. 13, 2026), reporting a May 2025 Meta strategy documen t.



— THE ACTUAL-KNOWLEDGE PARADOX

The less a manufacturer knows about its users, the
stronger its legal position.

BUILD AGE ESTIMATION REFUSE AGE ESTIMATION

Generates the actual knowledge that triggers Stronger defense, zero protection for children
hablllty Deliberate ignorance processes children's biometrics with no safeguards
The instant the system flags a face as ~11, the operator knows it is processing a whatsoever.

child's data.

The most responsible engineering approach is the legally self-defeating one.

SOURCES Fla. Stat. Ann. $501.1736; Conn. Gen. Stat. $%42-515 et seq.; Children and Teens' Online Privacy Protection Act (COPPA 2.0), S. 1628,
118th Cong., replacing "actual”™ with constructive knowledge.



— THE FTC HAS PUNISHED THIS BEFORE

B2T5M eoic ames roni The deployment environment is
Largest COPPA penalty ever, actual knowledge via surveys, toy deals,

support tickets. itself the eVidence.

The FTC read willful avoidance, not innocent ignorance, a
combined $445M. A device built to scan faces in parks, stores,

$17OM Google / YouTube and living rooms will encounter children. That is a census fact,

. . e . . not a marketing choice.
Sold itself to advertisers as a top kids' destination while denying under-13

users.

SOURCES FTC & DOJ v. Epic Games (2022) - FTC & NY AG v. Google/YouTube (2019).



— EVERY DEFENSE FAILS OR RELOCATES

Four legal exits, none of them open.

First Amendment A commercial server indexing a crowd # a human glancing across a park. Commercial collection gets far lower protection.
Hardware / software Split FTC assesses the integrated product (as in Epic). Splitting the entity does not split the logical paradox.

Loper Bright / no Chevron Courts may read "collection” independently, added risk for both sides, but no resolution under the Rule as written.

Safe Harbor A program must be at least as protective as the Rule. It cannot authorize what the Rule prohibits.

SOURCES Loper Bright Enterprises v. Raimondo, 144 S. Ct. 2244 (2024) - 16 C.F.R. § 312.11 (Safe Harbor).



— IN CLOSING

"An entire technological era is about to
discover it was never legal in the first place.”

Three choices remain: redesign the product, lobby to weaken children's privacy, or proceed in knowing
violation. The first is the only one consistent with the framework. The other two reveal what a company is
actually optimizing for.

The device must break the law to find out whether it is breaking the law.

SOURCES Gilly, T. (2026). The Compliance Impossibility: Why Ambient Biometric Devices Cannot Comply with Amended COPPA. Working paper (v3), Real Safety
AT Foundation.
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